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1 Introduction

Every day, administrators are facing the challenge of having to administrate a large number
of remote computers.

This document provides an overview of the fundamental possibilities for the administration of
remote computers based on different protocols (RDP, ICA, VNC, Telnet, SSH, HTTP/S). It also
looks at how administration tools can contribute to a significantly higher efficiency and
effectiveness of IT operations (as exemplified by the visionapp Remote Desktop admin tool).

2 Overview of Administration Tools

This section presents the most common tools used for the administration of remote systems.

A major drawback of most applications is that they have to be started and used in parallel.
Normally, it will not be possible to start different tools from a console, manage login
credentials centrally or use them automatically for connection purposes.

One exception to this is visionapp Remote Desktop: The administrator is able to use different
protocols, store login credentials centrally and assign them to different connection objects. In
addition, various useful functionalities provide assistance in daily administration work.

2.1 RDP Administration Tools

Remote Desktop Protocol (RDP) is a network protocol from Microsoft used to display and
control desktops on remote computers. It sets the rules for addressing and using Microsoft
Terminal Services.

Whoever wants to use Microsoft's Remote Desktop Connection tool has to manually enter the
name of the remote computer and the login information. This method is rather cumbersome,
in particular if different settings are to be used according to the target system.

#3Remote Desktop Connection I =]
Remote Desktop

Connection

General | Displayl Lu:u:alHesu:uuru:esI F'ru:ugramsl E sperience .ﬁ.dvancedl

Logon settings
5 L Enter the name of the remote computer.

=

Computer: |1 09313 j

Ilzer name:  Adminiztrator

Abb. 1 Remote Desktop Connection from Microsoft
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Alternatively, the RDP connections can be saved in separate files, which in turn can be saved
in different folders. When handling a large number of systems, there is a risk that the file and
folder structure rapidly becomes confusing and difficult to maintain.

These tasks can be organized somewhat more efficiently with the Remote Desktop
Management Console - included in the Windows Server 2003 Administration Tools Pack or as
snap-in directly under Windows Server 2008.

ote Desktops'.Serve =101
n& File  Action  Miew Favorites  Window  Help ‘;Iilll
« - | B@E 2

(L1 Consale Root

[l EB Remote Deskiops

8 Serverl
- Server2

Abb. 2 Microsoft Management Console Remote Desktops — Managing login credentials
and folder structures is not possible

However, it is not possible to reasonably organize the connection objects in additional
hierarchical structures. Moreover, login credentials have to be assigned to all objects
separately - all in all a very cumbersome and inflexible way to work.

2.2 Access via ICA

Independent Computing Architecture (ICA) is a protocol for a terminal server /
application service providing system developed by Citrix Systems. The protocol sets a
specification for the transmission of data between the server and clients, but it is not bound
to any specific platform.

WWW.Visionapp.com 2
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Client Settings | Metwark Adapter I Permizzions I

— Connection

W lze connection zettings from uzer settings

™| Conmect client dives at logan
™| Connect client printers at lagon

™| Default to main client printer

Iv Limit b aximum Color Depth

[ 16 bit =l

Dizable the following:

[ Drive mapping [T COM part mapping
[T wWindows printer mapping [ Cliphoard mapping
[ LPT part mapping [ Audic mapping

] I Cancel

Abb. 3 ICA Client Properties

2.3 VNC Management Tools

ICA-compliant application products include Citrix WinFrame, MetaFrame and Citrix
Presentation Server products. These products allow to run common Windows applications on
an appropriate Windows server (or Unix derivate application on an appropriate Unix derivate
server), with any supported client able to access these applications. The client platform does
not necessarily require Windows, clients for e.g. Macintosh and Unix are supported as well.

General I Logon Settings I Seszions I E nviranment I Remote Contral

Virtual Network Computing (VNC) is a software that displays the screen of a remote
computer on a local machine and, in return, sends the local keyboard inputs and mouse
movements to the remote computer. This lets you work on the remote computer as if you
were sitting at it. Unlike other remote maintenance software, VNC is independent of the
platform used. All it requires is running the server component on the remote system and the
client component on the local computer.
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Known VNC programs that can be used both as server and as client include, for instance,
RealVNC, TightVNC or UltraVNC.

MEYNC Server Properties (Service-Mode) x|
Connection Options s =anls
Enable or disable YMC Server, or configure port Vn

nurmbers and securiky,

Connections |Inputs | Deskkop | Expert |

@ccept conneckions on pork

[ Serve Jawa viewer on pork

[ Prompt local us
™ Gnly prompt when there is a user logged on

Guest login access: INune i l

W Stark WNC server automatically with Windows

Basic. .. | 0k I Annuller | Anvend

Abb. 4 RealVNC Configuration

2.4 Telnet and SSH Management Tools

Telnet (Telecommunication Network) is the name of a network protocol widely used in the
Internet. It is based on a character-oriented data exchange between the client and the server
through a TCP connection. Due to the missing encryption it is gradually being replaced by the
Secure Shell protocol.

Typically, Telnet is used to establish connections between text terminals and remote
computers via a network. Either the establishment of the connection and the tasks of the
terminal are performed by a terminal emulator or a terminal is connected to a terminal server
that takes care of establishing the connection.

Secure Shell or SSH refers to both a network protocol and the corresponding programs that
allows to establish a secure connection to a remote computer. This method is often used to
transmit a remote command line to the local machine, i.e. the remote console outputs are
redirected to the local machine. In other words, the local console is used to output remote
inputs while the local keyboard inputs are sent to the remote computer.

WWW.Visionapp.com 4
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SSH allows for a secure, authenticated and encrypted connection between two computers via
an insecure network. Thus, it serves as replacement for the earlier rlogin, telnet and rsh
protocols, which transmit the entire network traffic without encryption, including passwords.
The original purpose was to log on to remote computers via a network (usually the Internet),
but in particular SSH-2 is not limited to terminal functions.

Both Telnet and SSH can be used through the free PuTTY tool, a popular SSH and Telnet
client.

22 PuUTTY Configuration x|

Categony:

| Bazic options for your PuT T session |

L.Dgglng — Specify the destination you want to connect bo
=1~ Terminal
Host Hame [or IP addressz) Fort
- F.evboard
- Bel | |22
- Featurez Connection type:
=] WWindow " Baw ¢ Telhet © Rlogin © 55H  Serial
- AppEarance ;
PR . —Load, zave or delete a stored zezsion
- Behavwiour
- Translation Saved Sezzions
- Selection
EDI':'.L”S Default Settings Load |
=+ Connection =
- Data Gave |
Delete |
[
Cloze window on exit:
™ Always  © Mewer % Only on clean sxit

Ahaut | Open I Lancel

Abb. 5 PuTTY Configuration

2.5 Administration via HTTP/S

In a server-based network, the server components in particular have to be available around
the clock. For instance, the domain controller in a global corporation must be able to handle
user logins at all times. For the remote maintenance of servers, desktop control, monitoring
and file access services alone are not necessarily sufficient to ensure quick response to server
errors or perform server management efficiently. When a server crashes, when SCSI, RAID or
system BIOS settings need to be reconfigured, or when the server is infected with a virus,
traditional remote maintenance services are of no real help - as they all depend on the server
to be running.

Using a Server Management Board however, the server can be accessed and remotely
maintained or administrated at any time, even when the operating system is down. To do so,
a connection is established via HTTP or HTTPS following authentication with a username and
password.
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Moreover, in today’s offices many of the existing end devices such as copiers or printers are
equipped with a browser-based interface. Using that the status and additional information
may be retrieved via HTTP.

| {2 system - Windows Internet Explorer

_% v [&] hips/10.54.1.100 system, ol

Datei  Bearbeiten  Ansicht  Favoriten  Extras 7

7 Favarien (& System | |

1 £= KONICA MINOLTA Hilfe
IEXE45 Web Connection Aluglisieren
Offentlich C300
Abmeldung System Auftrag Box Drucken
¥Geriteinformationen
¥ Eingabefach
»Ausgabefach
Festplatte Geriteinformationen
» Schnitistelleninformation Gerétename
e S S — Geratestandort
e - Geritetyp DruckenKopie/Scannen
e Antrieb-Modell C300
»Benutzerauthentifizierung Verbrauchsteile
- - i |Verbraldsteile |SIatls
[Toner (Gelb) [Bereit
|Toner (Magenta) |Fast leer
|Toner (Zyan) |Berai‘t

Abb. 6 Remote Management of a Copier
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3 Added Value Through visionapp Remote Desktop 2010

With visionapp Remote Desktop 2010 (vRD 2010) the administrator is able to simplify and
automate many of his activities - thus saving time every day.

For instance, it is possible to manage all connections in a hierarchical structure of folders and
subfolders. This makes locating individual connections much easier and also greatly simplifies
management. It is also possible to assign login credentials to these connection objects or
entire folders. In addition, the objects can be freely rearranged at any time, for instance to
respond to changing business requirements. Also, any new connection object can
automatically inherit the settings of the folder where it is located.

A further advantage of vRD 2010 is that it allows to quickly switch between simultaneously
open connections. Each active connection is displayed in a tab, in a separate window or in
full-screen mode. In the tree view administrators have a complete overview of all connections
and their status.

%2 jocal - visionapp Remote Desktop 2010 - =18ix]

File  Object  Administration  View Tools 7

New ~ x R ‘ | $ 6 )6Quld:CfP (2
“y vafaOsdS
Remote Desktop «

£F test |
£ Admin_va
=) ° Connections
=) RDP Connections
vafalsd2 XP SP2X86
valalsd3 W2K8 SP0X86
valalsdd W2K8 SPOX64
=] z vafalsd5 W2K3 SP2 X564
& thomas.hertwig on VATE1 «
=P vafalsds W2K3 SP2X86
thomas, hertwig on console
Thomas. hertwig on VATE1
thomas. hertwig on VATE «
=l vafalsd? W2K SP4 %86
thomas. hertwig on console
Thomas. hertwig on VATE1
& vafalsd8 Vista SP0 X86

Ty vafa0sd9 Vista SPO X64 =10} x|

vafalisd9 Vista SPOX64
=) Telnet Connections afaDsd2 XP SP2 X N =]}
s vafalsdl (Linux, Usemame & F _. el S8 ({0 e [
[ vafalsd3 (W2KE, Usemame & . afabsd8 a SPO %06
=15 SSH Connections
g vafalsdl (Linux, OpenSSH, 5 PRy
vafalsd2 (Windows, CopSSH, -
= &) VNC Connections
U valfalsdl (Linux TightVNC mit \
E vafalsd2 (Win TightVNC mit V1

I

vafalsd? (Win RealVNC Free E
vafalsdb (Win RealVNC Ent. E
= & ICA Connections

W vaFansw? nwokawasm X
< i »
72
@ Workspace Management

S hee  (Sm e

& Server Management

L s o= wons B BT Tareeien ]

& User login: visionapp04s@VATE1.domain. local Language: English

Abb. 7 Overview of the VRD 2010 User Interface

WWW.Visionapp.com




i visionapp

3.1 News and Update Page

Using the News and Update page available directly in vRD 2010, the administrator is provided
with current information on updates and the latest tools in real-time. It also provides useful
tips and tricks on how to use this remote admin tool.

IIIVISIOnapP“ HOME | | ENGLISH | DEUTSCH

“visionapp Remote Desktop
is awesome. Couldn't live
without it now.”

Richard Morgan, Datacom Systems

| More than 200,000 administrators and technicians use visionapp Remote Desktop, i | e
managing more than 4,000,000 servers and clients daily. Like these companies:

Welcome to visionapp News and Updates.
You are currently evaluating visionapp Remote Desktop.
After purchasing and importing a license file you can use the whole feature set.

NEW oo i it it et

gy i lon===_ !

> NEW External Applications |
The import packages for external applications are now available here for SR “ H = n -
download. e \

> NEW Survey E—
Please tell us your opinion concerning the future design of visionapp W

Remote Desktop: www.visionapp.com/vRD-Survey_Design

Abb. 8 News and Update Page

3.2 Bulk Import of Servers

A real challenge for any administrator is importing huge numbers of servers. As the standard
Microsoft tools require a manual creation of every single connection object, any form of
assistance in this area is likely to be at the top of the administrator’s wish list. A particularly
user-friendly solution is a direct import from the company’s Active Directory using a CSV file,
as made possible by vRD 2010. When imported, the connection settings for the imported
objects can be set separately - irrespective of the settings previously made in vRD 2010.

3.3 Database Access for Increased Flexibility

Depending on the size of the IT infrastructure to be managed, several administrators may
have to be able to access the same connections at the same time. This requires saving all
settings (login credentials and connection objects) in a central database, password-protected
for security reasons.

WWW.Visionapp.com 8
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To prevent unauthorized use of vRD 2010, users or user groups can be provided with specific
administrative permissions that limit access to the objects only they actually need for their
work.

Permission System Admin
Administration

0 WTS/Citrix Desktop PC  Web Server Mail Server

@ v v v v
@ x v v v
Authorized é v x x x

Access |
SQL Database

User ‘ — D J’j\
Y 4
Systems for >
Remote Access ¥ .{m ‘ x~ 8 W

WTS/Citrix Desl(top PC Web Server Mail Server

Abb. 9 Administrative Permissions in vRD 2010

In addition, database mode offers further benefits: Logging events, changes and activities
ensures the traceability of all operations at all times. Together with the connection history,
this provides the administrator with a perfect overview, which greatly facilitates
troubleshooting in the event of an error.

3.4 Display Options

The more complex the IT infrastructure, the more difficult it is for administrators to keep
track of operations. The overall view of all connected servers, as offered by vRD 2010, is of
great help. A wide range of display options allow to rearrange all active connections in
different ways. And switching between the different display options is just a few clicks away.

In addition, the administrator can arrange connections individually, for instance to get an
overall view of all computers. It is also possible to use colored tabs for more clarity and have
the tab title display both the protocol and the login credentials used.

& overview ¥ 10.9.3.81 [RDP - thomas.he... | & 10.9.3.51 [RDP - valthomas.h..

® %[ () RO - Administration - [10.9.3.81 [RDP - thomas. hertwia]}

Abb. 10 Custom Display in vRD 2010
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3.5 Connection Settings

A major improvement for administrators is the possibility to carry out administrative tasks
simultaneously. For instance, using vRD 2010 you have the possibility to simultaneously
connect or disconnect all servers within a folder with a simple double-click. Also, the Quick
Connect feature allows to start an individual connection without having to create a server
object previously.

When a server has to be restarted, vRD 2010 automatically reconnects to this system, i.e. a
manual reconnection is no longer required. And for a better overview, the restart of the
server is identified in the tree structure by an appropriate icon.

Regardless of the specific settings stored for a connection, vRD 2010 allows to freely select
the display mode, the login credentials or the connection protocol from the context menu. The
configured settings do not have to be changed to do so.

3.6 Configuration Settings

For administration purposes it is often necessary to have direct access to a server’s console,
e.g. to terminate an open local connection. Furthermore with vRD 2010, it is possible to
automatically start remote servers through Wake-On-LAN (Magic Package) and their MAC
address. Moreover, vVRD 2010 allows to manage running servers through an existing
Management Board (via HTTP or HTTPS).

Default settings such as the color depth, the availability of local drives in the remote session
or display options (full screen, separate window, tabbed view) are very easy to set and are
automatically applied to all new connections. With the display options set accordingly, the
view of a remote desktop is automatically adjusted to the tab size in vRD 2010.

3.7 Security

A major issue in the administration of large infrastructures are so-called orphaned
connections. To provide a solution to this issue, vRD 2010 displays all currently active
connected users right underneath the server object.

If no active connection to the remote computer is available to the administrator, the still
active user sessions are nonetheless displayed underneath the corresponding connection
object. From here the administrator can send messages to these users or log off their
sessions in order to be able to perform specific tasks in the proper way.

In addition, when accessing remote computers via RDP, the administrator can use a secure
server authentication or the Network Level Authentication (NLA) feature. If the RDP port is
not to be accessible from outside through the company’s firewall, the administrator can use a
Microsoft Terminal Services Gateway to access in-house terminal servers.

Moreover, when using VNC or ICA as connection protocol, the administrator is still able to
send data encrypted.

WWW.Visionapp.com 10
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3.8 Reporting

In particular environments with a very large number of servers require a comprehensive
reporting function. With vRD 2010, the last connections used are displayed in the connection
history, including the user and the login credentials used. This allows to locate them very
quickly and reconnect them from there if required.

'!J' Connection History ﬂil
Connection name: Computer name: From: |12'1 0.2003 jv
| | Te  [26102009 -]
Connection name Computer name Protocol Used credentials | Operation
3 a1 RDP o Connect 2 1410
10.9.3.51 10.9.3.51 RDP vasthomaz.hertwig | Dizconnect 2E.10.2003 14:10
10.9.2.81 10.9.281 ROP aathomaz.hertwig | Connect 26.10.200914:09
10.9.2.81 10.9.281 ROP aathomaz.hertwig | Digconnect 26.10.200914:09
109.351 109,351 RDP vatthomas.hertwig | Connect 26.10.200914:09
109.381 109381 RDP aahthomaz hertwig | Contect 26.10.200314:09
Mews and Updates HTTP Dizconnect 26.10.2003 10:04
Mews and Updates HTTP Connect 26.10.2003 10:03
Mews and Updates HTTP Disconnect 26.10.2009 10:03
Mews and Updates HTTP Connect 2E.10.2003 03:55 Eee
Mews and Updates HTTP Disconnect 2E.10.2003 03:55
Mews and Updates HTTP Connect 26.10.2003 03:55
Mews and Updates HTTP Disconnect 1E.10.200311:45
Mews and Updates HTTP Connect 16.10.200917:43
10.9.2.81 10.9.281 ROP aathomaz.hertwig | Digconnect 16.10.2009171:26
109.351 109,351 RDP vathomas.hertwia | Dizconnect 16.10.200911:26
109.351 10.9.351 RDP vahthomas hertwig | Dizconnect 16.10.200311:25
109.351 10.9.351 RDP vahthomaz hertwig | Contect 16.10.200311:25
109.381 109381 RDP aahthomaz hertwig | Contect 16.10.200311:25
109.351 10.8.351 RDP vasthomasz hertwig | Conmect 1E.10.200311:25
Mews und Updates HTTP Disconnect 15.10.2009 1:3:58
support hittp: A, vizgionapp.comdger| HTTP aatthomasz.hertwig | Dizconnect 15.10.2009 1:3:58
K.opierer K.opierer HTTP Disconnect 15.10.2009 1.3:58
109.3.81 10.9.3.81 RDP aathomaz.hertwig | Dizconnect 15.10.2009 12:58
10.9.2.51 10.9.251 ROP vathomaz.hertwig | Digconnect 15.10.2009 1368
Mews und Updates HTTP Connect 1510200911148
support hittp: A, vizgionapp. comdger| HTTP aahthomaz.hertwig | Connect 18.10.200911:18
K.opierer K.opierer HTTP Connect 18.10.200311:18
109.381 109381 RDP aahthomaz hertwig | Contect 18.10.200311:18
1na0aF 1n0aR [=Txl=] vz e barhuin | et 1E 10 NNa 1110 j
GoTo | Connect | Clear | Export | Cloze |
i

Abb. 11 Connection History in vRD 2010

3.9 Backup and Restore

It is possible to export connection objects to a file and, for instance, re-import them on
another PC. Furthermore, a complete backup also allows to store the login credentials. To
prevent unauthorized access to such sensitive company information, the data is encrypted
(256-bit AES) and password-protected.

The data can be used in both local and database mode. If the latter, login credentials can only
be viewed by other administrators if they have been defined as public.

WWW.Visionapp.com 11
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4 External Applications

To administrate computers running different operating systems such as Windows, Mac OS,
Unix, Linux, etc., today’s administrators need to deal with a wide range of protocols and
tools.

To cope with increasing requirements related to security and globalization, the administrators
has to take over an increasing number of responsibilities and tasks. In order not to lose track,
he has to rely on a variety of administration tools run independently of each other. And he
has to keep a permanent eye on these tools to stay informed of the state of the network and
the different systems.

To do so, he may use administration tools such as the Computer Management tool as a
Microsoft Management Console snap-in. In this case however, he will first have to manually
specify the name for the remote computer to be administrated before he is able to access it.

'iiii Console1 - [Console RootComputer Management (Local)]

By Bl Acion Vew Faverbes Wndw M | _|a|x]
= |[BmE R @ E

(L Console Root | Hame
- o |~

s petem Tools Conneck ko another computer ...

Event ¥iew Al Tasks \
g Shared Falc

Performanc  LIEW > \

Device Mar  New Window from Here
= . r;zfnovable New Taskpad Yiew...
g DiskDefrac  Export List. ..
Disk Manag .
IEI--@ Services and 4y PLOPerties

&8 Telephony
Services
WML Control
-5 Indexing Service

Help

1] ] ©

|Manage a different computer | |

Abb. 12 Computer Management as example for an additional administration tool. The computer to be
administrated has to be selected manually.
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As opposed to this, vRD 2010 allows to open an external application such as the Computer
Management tool together with a connection - thus automatically adding the name of the
computer to be administrated. All this requires is storing the appropriate variable (here
$computername%) in VRD.

—Settings

Dizplay narne: IEDmputer M anagement
File narme: Icompmgmt.msc _l
Arguments: I.-"camputen?écnmputemame?é
Options: [~ “wfait far exit:

I &, wait time [sec]: 1] -

v Ty to integrate:
Min. wait time [sec]: 3 =
b ax. wait time [sec): 20 =

(] I Cancel

Abb. 13 Settings for the External Computer Management Application

Another scenario is alternate access to various sites, e.g. as service provider. To this end, you
first need to set up a secure connection through a VPN tunnel and then establish the
connection to the remote systems. Without vRD 2010, this requires a number of manual
steps:

Steps prior to access to the system

> Starting the VPN client

Establishing the VPN tunnel

Starting the RDP connection to the remote computer
Entering the login credentials

Accessing the remote computer

VVVYV

Steps after completion of work

> Logging off from the remote computer
> Disconnecting the RDP session

> Launching the VPN client

> Disconnecting the VPN tunnel

WWW.Visionapp.com 13
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With vRD 2010, all if these steps can be automated. Thus, in the example below, two external
applications are assigned to the connection object. The first one (VPN Start) is automatically
started before the actual connection to the remote server is established, the other one (VPN
Stop) is called when the connection is to be disconnected:

= B N
L' Connection Properties

General | Credentials | ROF | ADP Advanced | 1G4 | WNC | S5H | Telnet | Ex

— Connection —Protoc
Marme: [10.9.3.51 {ROP
Computer name: |1U-9-3-51 IB D
Wweb URL: | _

—Dizplay,

MAC &ddress: | - - - " Ful

Descriphion: | i Ge

I

&+ Tat

=

Fre Ext. App: ﬁ
Fozt Ext. Spp:

Abb. 14 Assigning External Applications to an Existing Connection

In addition, by assigning the appropriate login credentials it is possible to have the system
automatically log on the corresponding user when the connection is activated.

f Connection Properties

General Credentisls | RDP | RDP Advanced | IC& | wNC |

Credentials

" Inherit credentials from parent folder

adminiztrator

* Perzonal credentials

administrato M

Abb. 15 Assigning Login Credentials to an Existing Connection for Automatic Login
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Besides these examples, there is a multitude of other applications that can be used in vRD
2010.

emote Desktop 2010 = =leix]
vew - 3 RD A S B P comeors Jouc comes [[[Treeien] (3News ndLpdses )

|| Boverview | L oci [7op - swnszrator]

= g 0C1
§ s o WIOP0E
@ oo on WINGP.0E

@ adunme cn WP DE )
ez

§ oo cnWINAPDE 13
e
@ s oo WINXPDE 4
= X1
§ sy ca WPLE
§ s on WINPTE
& ocvrvoraos on WIROPDE
= & sever kel
=y B2
@ dmnsna on WINP-DE |
@ dwenacs oo WIHOPLE )
= e QU1
e admrieraion on WINP-DE )
@ st oo WP LE
= @ S0
& admrvsaon on WINPDE v
achuresnaos oo WINXP € )

85 Sarvices and Apsbcations

=9
=& NoLoohup
£ Nitockp

£y Camoutee Manspemert

bl J‘é‘”‘“ LI QT sl D Q@) +xe] Be[E 0 s
£y Pofomence Mondor 3 100
- Joom

Bgsssags

001 Ftemptsimc _Torsl
Secver Management 1,000 %Privisged .. _Teke

e h T
- —— 1,000 Prosessos... _Td
i Sechepece rooogement 00 %Proceszr . Tatal

e ]

Abb. 16 Integrating External Applications in vRD 2010 (e.g. Ping, System Monitor, FTP Client)
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5 Disclaimer

Disclosure and Warranty

The information, concepts, and ideas contained in this document are the property of
visionapp AG. No part of this document may be disclosed or reproduced in any form without
written permission of visionapp AG. Any violation thereof will be pursued.

All brand names and product names used in this document are trademarks of their respective
holders and are recognized as such.

Any product descriptions or representations in this document are for identification purposes
only and are not to be construed as a warranty of specific properties or guarantee or warranty
of any other type. visionapp shall assume no liability, either explicit or implied, for the
documentation.

All rights reserved ©visionapp AG, October 2009

About visionapp

visionapp specializes in the design, implementation and operation of server-based
infrastructure and portal solutions based on Microsoft and Citrix technologies. The company
provides unique products and services for optimization and cost-effective administration of
Windows Terminal Server infrastructures. visionapp Application Delivery Management Suite
including visionapp Server Management and visionapp Workspace Management as well as
consulting and ASP services form the core business.

The visionapp products and solutions will be provided through a worldwide certified partner
network. Only in Germany visionapp delivers products and solutions directly to large
enterprises. The SME market is also being supplied through certified partners.

Further Information

visionapp AG

Head Office Frankfurt am Main
Helfmann-Park 2

65760 Eschborn

Germany

web: http://www.visionapp.com
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